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INTRODUCTION

In order to facilitate the use of Binding Corporate Rules for Processors (BCR-P) by a 
corporate group or a group of enterprises engaged in a joint economic activity for 
international transfers from organisations established in the EU to organisations within the 
same group established outside the EU, the Article 29 Working Party (WP29) has amended 
the Working Document 195 (which was adopted in 2012) setting up a table with the elements 
and principles to be found in Binding Corporate Rules in order to reflect the requirements 
referring to BCRs now expressly set out in Regulation (EU) 2016/679 of the European 
Parliament and of the Council of 27 April 2016 on the protection of natural persons with 
regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation / GDPR).

It should be recalled that BCR-P apply to data received from a controller established in the 
EU which is not a member of the group and then processed by the group members as 
processors and/or sub processors; whereas BCRs for Controllers (BCR-C) are suitable for 
framing transfers of personal data from controllers established in the EU to other controllers 
or to processors established outside the EU within the same group. Hence the obligations set 
out in the BCR-P apply in relation to third party personal data that are processed by a member 
of the group as a processor according to the instructions from a non-group controller. 

According to Article 28.3 of the GDPR, a contract or another legal act under Union or 
Member State law that is binding on the processor with regard to the controller must be 
implemented between the controller and the processor.  Such a contract or other legal act will 
be referred here as the “service agreement”..  

Taking into account that Article 47.2 of the GDPR lists a minimum set of elements to be 
contained within a BCR, this amended table is meant to:

- Adjust the wording of the previous referential so as to bring it in line with Article 47 
GDPR,

- Clarify the necessary content of a BCR as stated in Article 47 and in document WP 
2041 adopted by the WP29 within the framework of the Directive 95/46/EC, 

- Make the distinction between what must be included in BCRs and what must be 
presented to the competent Supervisory Authority in the BCRs application (document 
WP 195a2), and

- Provide explanations/comments on each of the requirements. 

Article 47 of the GDPR is clearly modelled on the Working documents relating to BCRs 
adopted by the WP29. However, it specifies some new elements that need to be taken into 
account when updating already existing approved BCRs or adopting new sets of BCRs so as 
to ensure their compatibility with the new framework established by the GDPR. 

1. New elements

1 Working Document WP204: Explanatory Document on the Processor Binding Corporate Rules, as last revised 
and adopted on 22 May 2015
2 Working Document WP 195a: Recommendation 1/2012 on the Standard Application form for Approval of 
Binding Corporate Rules for the Transfer of Personal Data for Processing Activities, adopted on 17 September 
2012
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In this perspective, the WP29 would like to draw attention in particular to the following 
elements: 

- Scope of application: The BCRs shall specify the structure and contact details of the 
group of undertakings or group of enterprises engaged in a joint economic activity and 
of each of its members (Art. 47.2.a GDPR). The BCRs must also provide its material 
scope, for instance the data transfers or set of transfers, including the categories of 
personal data, the type of processing and its purposes, the types of data subjects 
affected and the identification of the third country or countries (Art. 47.2.b GDPR);

- Third party beneficiary rights: Data subjects should be able to enforce the BCRs as 
third party beneficiaries directly against the processor where the requirements at stake 
are specifically directed to processors in accordance with the GDPR (Art. 28, 29, 79 
GDPR); 

- Right to lodge a complaint: Data subjects should be given the right to bring their 
claim, at their choice, either before the Supervisory Authority (‘SA’) in the Member 
State of his habitual residence, place of work or place of the alleged infringement 
(Art.77 GDPR) or before the competent court of the EU Member States (choice for the 
data subject to act before the courts where the data exporter  has an establishment or 
where the data subject has his or her habitual residence (Article 79 GDPR); 

- Data Protection principles: Along with the obligations arising from principles of 
transparency, fairness, lawfulness, purpose limitation, data quality, security, the BCRs 
should also explain how other requirements, such as, in particular, in relation to data 
subjects rights, sub-processing and onward transfers to entities not bound by the BCRs 
will be observed by the processor; 

- Accountability: Processors will have an obligation to make available to the controller 
all information necessary to demonstrate compliance with their obligations including 
through audits and inspections conducted by the Controller or an auditor mandated by 
the Controller (Art. 28-3-h GDPR); 

- Service Agreement: The Service Agreement between the Controller and the Processor 
must contain all required elements as provided by Article 28 of the GDPR.  

2. Amendments of already adopted BCRs

While in accordance with article 46-5 of the GDPR, authorisations by a Member State or 
supervisory authority made on the basis of Article 26(2) of Directive 95/46/EC will remain 
valid until amended, replaced or repealed, if necessary, by that supervisory authority, groups 
with approved BCRs should, in preparing to the GDPR, bring their BCRs in line with GDPR 
requirements.  

This document aims also to assist those groups with approved BCRs in implementing the 
relevant changes to bring them in line with the GDPR. To this end, these groups are invited to 
notify the relevant changes to their BCRs as part of their obligation (under 5.1 of WP195) to 
all group members and to the DPAs via the Lead DPA under their annual update as of 25 May 
2018. Such updated BCRs can be used without having to apply for a new authorization or 
approval from the DPAs. 

Taking into account the above, the DPAs reserve their right to exercise their powers under 
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article 46-5 of the GDPR.
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 d
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 o
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re
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pe

te
nt

 
fo

r 
th

e 
re

le
va

nt
 

co
nt

ro
lle

r 
an

d 
to

 
co

m
pl

y 
w

it
h 

th
e 

ad
vi

ce
 

of
 

th
es

e 
Su

pe
rv

is
or

y 
A

ut
ho

ri
tie

s 
on

 a
ny

 is
su

e 
re

la
te

d 
to

 th
os

e 
ru

le
s.

3.
2 

A
 d

ut
y 

to
 c

oo
pe

ra
te

 w
it

h
 t

he
 

C
on

tr
ol

le
r

Y
E

S
Y

E
S

T
he

 B
C

R
s

sh
al

l c
on

ta
in

 a
 c

le
ar

 d
ut

y 
fo

r 
an

y 
pr

oc
es

so
r 

or
 s

ub
-p

ro
ce

ss
or

 to
 

co
-o

pe
ra

te
 a

nd
 a

ss
is

t 
th

e 
C

on
tr

ol
le

r 
to

 c
om

pl
y 

w
it

h 
da

ta
 p

ro
te

ct
io

n 
la

w
 

(s
uc

h 
as

 i
ts

 d
ut

y 
to

 r
es

pe
ct

 t
he

 d
at

a 
su

bj
ec

t 
ri

gh
ts

 o
r 

to
 h

an
dl

e 
th

ei
r 

co
m

pl
ai

nt
s,

 o
r 

to
 b

e 
in

 a
 p

os
it

io
n 

to
 r

ep
ly

 t
o 

in
ve

st
ig

at
io

n 
or

 i
nq

ui
ry

 f
ro

m
 

Su
pe

rv
is

or
y 

A
ut

ho
ri

ti
es

).
 T

hi
s 

sh
al

l 
be

 d
on

e 
in

 a
 r

ea
so

na
bl

e 
ti

m
e 

an
d 

to
 

th
e 

ex
te

nt
 r

ea
so

na
bl

y 
po

ss
ib

le
.
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ri

a 
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r 
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p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

4
–

D
E

SC
R

IP
T

IO
N

 O
F

 
P

R
O

C
E

SS
IN

G
 A

N
D

 D
A

T
A

 
F

L
O

W
S 

4.
1 

A
 d

es
cr

ip
ti

on
 o

f 
th

e 
tr

an
sf

er
s 

an
d 

m
at

er
ia

l s
co

pe
 

co
ve

re
d

 b
y 

th
e 

B
C

R
s 

Y
E

S 
Y

E
S

T
he

 B
C

R
s

sh
al

l 
co

nt
ai

n 
a 

li
st

 o
f 

B
C

R
 m

em
be

rs
, 

i.e
. 

en
ti

tie
s 

th
at

 a
re

 
bo

un
d 

by
 th

e 
B

C
R

s 
(s

ee
 a

ls
o 

po
in

t 6
.2

)

T
he

 P
ro

ce
ss

or
 s

ub
m

it
ti

ng
 a

 B
C

R
 s

ha
ll 

gi
ve

 a
 g

en
er

al
 d

es
cr

ip
tio

n 
to

 t
he

 
Su

pe
rv

is
or

y 
A

ut
ho

ri
ty

 o
f 

th
e 

m
at

er
ia

l s
co

pe
 o

f 
th

e 
B

C
R

s 
(e

xp
ec

te
d 

na
tu

re
 

of
 t

he
 d

at
a 

tr
an

sf
er

re
d,

 c
at

eg
or

ie
s 

of
 p

er
so

na
l 

da
ta

, 
ty

pe
s 

of
 d

at
a 

su
bj

ec
ts

 
co

nc
er

ne
d 

by
th

e 
tr

an
sf

er
s,

 
an

tic
ip

at
ed

 
ty

pe
s 

of
 

pr
oc

es
si

ng
 

an
d 

it
s 

pu
rp

os
es

.
4.

2 
A

 s
ta

te
m

en
t 

of
 t

he
 

ge
og

ra
ph

ic
al

 s
co

pe
 o

f 
th

e 
B

C
R

s 
(n

at
u

re
 o

f 
da

ta
, t

yp
e 

of
 d

at
a 

su
bj

ec
ts

, c
ou

nt
ri

es
)

Y
E

S
Y

E
S

T
he

 B
C

R
s

sh
al

l s
pe

ci
fy

 th
e 

st
ru

ct
ur

e 
an

d 
co

nt
ac

t d
et

ai
ls

 o
f 

th
e 

gr
ou

p 
of

 
un

de
rt

ak
in

gs
 o

r 
gr

ou
p 

of
 e

nt
er

pr
is

es
 e

ng
ag

ed
 in

 a
 jo

in
t e

co
no

m
ic

 a
ct

iv
it

y 
an

d 
of

 e
ac

h 
of

 th
e

B
C

R
 m

em
be

rs
.

T
he

 B
C

R
s 

sh
al

l i
nd

ic
at

e 
th

at
 it

 is
 u

p 
to

 th
e 

C
on

tr
ol

le
r 

to
 a

pp
ly

 th
e 

B
C

R
s 

to
:

i)
A

ll 
pe

rs
on

al
 d

at
a 

pr
oc

es
se

d 
fo

r 
pr

oc
es

so
r 

ac
tiv

it
ie

s 
an

d 
th

at
 a

re
 

su
bm

itt
ed

 to
 E

U
 la

w
 (

fo
r 

in
st

an
ce

, d
at

a 
ha

s 
be

en
 tr

an
sf

er
re

d 
fr

om
 

th
e 

E
ur

op
ea

n 
U

ni
on

),
 O

R
; 

ii)
A

ll
pr

oc
es

si
ng

 o
f 

da
ta

 p
ro

ce
ss

ed
 f

or
 p

ro
ce

ss
or

 a
ct

iv
iti

es
 w

it
hi

n 
th

e 
gr

ou
p 

w
ha

te
ve

r 
th

e 
or

ig
in

 o
f 

th
e 

da
ta

.
5

-
M

E
C

H
A

N
IS

M
S 

F
O

R
 

R
E

P
O

R
T

IN
G

 A
N

D
 

R
E

C
O

R
D

IN
G

 C
H

A
N

G
E

S
5.

1 
A

 p
ro

ce
ss

 f
or

 u
p

da
ti

ng
 t

he
 

B
C

R
s

Y
E

S
Y

E
S

T
he

 
B

C
R

s
ca

n 
be

 
m

od
if

ie
d 

(f
or

 
in

st
an

ce
 

to
 

ta
ke

 
in

to
 

ac
co

un
t 

m
od

if
ic

at
io

ns
 o

f 
th

e 
re

gu
la

to
ry

 e
nv

ir
on

m
en

t 
or

 t
he

 c
om

pa
ny

 s
tr

uc
tu

re
) 

bu
t 

th
ey

 s
ha

ll 
im

po
se

 a
du

ty
 t

o 
re

po
rt

 c
ha

ng
es

 t
o 

al
l 

B
C

R
 m

em
be

rs
,

an
d 

to
 t

he
 r

el
ev

an
t 

S
up

er
vi

so
ry

 A
ut

ho
ri

ti
es

, 
vi

a
th

e 
co

m
pe

te
nt

 S
up

er
vi

so
ry

 
A

ut
ho

ri
tie

s 
an

d 
to

 th
e 

co
nt

ro
ll

er
.

W
he

re
 a

 c
ha

ng
e 

af
fe

ct
s 

th
e 

pr
oc

es
si

ng
 c

on
di

ti
on

s,
 t

he
 i

nf
or

m
at

io
n 

sh
ou

ld
 

be
 g

iv
en

 t
o 

th
e 

co
nt

ro
lle

r 
in

 s
uc

h 
a 

ti
m

el
y 

fa
sh

io
n 

th
at

 t
he

 c
on

tr
ol

le
r 

ha
s 

th
e 

po
ss

ib
ili

ty
 t

o 
ob

je
ct

 t
o 

th
e 

ch
an

ge
 o

r 
to

 t
er

m
in

at
e 

th
e 

co
nt

ra
ct

 b
ef

or
e 

th
e 

m
od

if
ic

at
io

n 
is

 
m

ad
e 

(f
or

 
in

st
an

ce
, 

on
 

an
y 

in
te

nd
ed

 
ch

an
ge

s 
co

nc
er

ni
ng

 t
he

 a
dd

iti
on

 o
r 

re
pl

ac
em

en
t 

of
 s

ub
co

nt
ra

ct
or

s,
 b

ef
or

e 
th

e 
da

ta
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ap
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n
 

fo
rm

C
om

m
en
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R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

ar
e 

co
m

m
un

ic
at

ed
 to

 th
e 

ne
w

 s
ub

-p
ro

ce
ss

or
).

U
pd

at
es

 t
o 

th
e 

B
C

R
s 

or
 t

o 
th

e 
li

st
 o

f 
th

e 
B

C
R

 m
em

be
rs

 a
re

 p
os

si
bl

e 
w

it
ho

ut
 h

av
in

g 
to

 r
e-

ap
pl

y 
fo

r 
an

 a
pp

ro
va

l p
ro

vi
di

ng
 th

at
:

i)
A

n 
id

en
ti

fi
ed

 p
er

so
n

or
 t

ea
m

/d
ep

ar
tm

en
t 

ke
ep

s
a 

fu
ll

y 
up

da
te

d 
lis

t 
of

 
th

e 
B

C
R

 m
em

be
rs

 a
nd

 o
f 

th
e 

su
b-

pr
oc

es
so

rs
 i

nv
ol

ve
d 

in
 t

he
 d

at
a 

pr
oc

es
si

ng
 a

ct
iv

it
ie

s 
fo

r 
th

e 
co

nt
ro

ll
er

 w
hi

ch
 s

ha
ll

 b
e 

m
ad

e 
ac

ce
ss

ib
le

 
to

 th
e 

da
ta

 c
on

tr
ol

le
r,

 d
at

a 
su

bj
ec

t a
nd

 S
up

er
vi

so
ry

 A
ut

ho
ri

ti
es

.

ii)
T

hi
s 

pe
rs

on
 w

ill
 k

ee
p 

tr
ac

k 
of

 a
nd

 r
ec

or
d 

an
y 

up
da

te
s 

to
 th

e 
ru

le
s 

an
d 

pr
ov

id
e 

th
e 

ne
ce

ss
ar

y 
in

fo
rm

at
io

n 
sy

st
em

at
ic

al
ly

 
to

 
th

e 
da

ta
 

co
nt

ro
lle

r 
an

d 
up

on
 r

eq
ue

st
 to

 S
up

er
vi

so
ry

 A
ut

ho
ri

tie
s 

up
on

 r
eq

ue
st

.

iii
)

N
o 

tr
an

sf
er

 i
s 

m
ad

e 
to

 a
 n

ew
 B

C
R

 m
em

be
r 

un
til

 t
he

 n
ew

 B
C

R
 

m
em

be
r 

is
 e

ff
ec

ti
ve

ly
 b

ou
nd

 b
y 

th
e 

B
C

R
 a

nd
 c

an
 d

el
iv

er
 c

om
pl

ia
nc

e.

iv
)

A
ny

 c
ha

ng
es

 t
o 

th
e 

B
C

R
s 

or
 t

o 
th

e 
lis

t 
of

 B
C

R
 m

em
be

rs
sh

al
l 

be
 

re
po

rt
ed

 o
nc

e 
a 

ye
ar

 t
o 

th
e

re
le

va
nt

Su
pe

rv
is

or
y 

A
ut

ho
ri

ti
es

, 
vi

a 
th

e 
co

m
pe

te
nt

 S
up

er
vi

so
ry

 A
ut

ho
ri

ty
 w

it
h 

a 
br

ie
f 

ex
pl

an
at

io
n 

of
 t

he
 

re
as

on
s 

ju
st

if
yi

ng
 th

e 
up

da
te

. 

v)
W

he
re

 a
 m

od
if

ic
at

io
n 

w
ou

ld
 a

ff
ec

t 
th

e 
le

ve
l 

of
 t

he
 p

ro
te

ct
io

n 
of

fe
re

d 
by

 t
he

 B
C

R
s 

or
 s

ig
ni

fi
ca

nt
ly

 a
ff

ec
t 

th
e 

B
C

R
s 

(i
.e

. 
ch

an
ge

s 
in

 t
he

 
bi

nd
in

gn
es

s)
, 

it 
m

us
t 

be
 

pr
om

pt
ly

 
co

m
m

un
ic

at
ed

 
to

 t
he

 r
el

ev
an

t 
Su

pe
rv

is
or

y 
A

ut
ho

ri
tie

s 
vi

a 
th

e 
co

m
pe

te
nt

 S
up

er
vi

so
ry

 A
ut

ho
ri

ty
.

6
-

D
A

T
A

 P
R

O
T

E
C

T
IO

N
 

SA
F

E
G

U
A

R
D

S
6.

1 
A

 d
es

cr
ip

ti
on

 o
f 

th
e 

pr
iv

ac
y

pr
in

ci
p

le
s 

in
cl

ud
in

g 
th

e 
ru

le
s

on
 t

ra
n

sf
er

s 
or

on
w

ar
d 

tr
an

sf
er

s 
ou

ts
id

e 
of

 t
h

e 
E

U

Y
E

S
Y

E
S

T
he

 B
C

R
s

sh
al

l 
in

cl
ud

e 
th

e 
fo

llo
w

in
g 

pr
in

ci
pl

es
 t

o 
be

 o
bs

er
ve

d 
by

 a
ny

 
B

C
R

 m
em

be
r:

 

i)
T

ra
ns

pa
re

nc
y,

 
fa

ir
ne

ss
, 

an
d 

la
w

fu
ln

es
s:

P
ro

ce
ss

or
s 

an
d 

su
b-

pr
oc

es
so

rs
 w

il
l 

ha
ve

 a
 g

en
er

al
 d

ut
y 

to
 h

el
p 

an
d 

as
si

st
 t

he
 c

on
tr

ol
le

r 
to

 
co

m
pl

y 
w

it
h 

th
e 

la
w

 (
fo

r 
in

st
an

ce
, 

to
 b

e 
tr

an
sp

ar
en

t 
ab

ou
t 

su
b-

pr
oc

es
so

r 
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er
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lo
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 c
on

tr
ol

le
r 

to
 c

or
re

ct
ly

 i
nf

or
m

 t
he

 d
at

a 
su

bj
ec

t)
;

ii)
P

ur
po

se
 l

im
it

at
io

n:
 d

ut
y 

to
 p

ro
ce

ss
 t

he
 p

er
so

na
l 

da
ta

 o
nl

y 
on

 b
eh

al
f 

of
 t

he
 c

on
tr

ol
le

r 
an

d 
in

 c
om

pl
ia

nc
e 

w
it

h 
it

s 
do

cu
m

en
te

d 
in

st
ru

ct
io

ns
 

in
cl

ud
in

g 
w

it
h 

re
ga

rd
 t

o 
tr

an
sf

er
s 

of
 p

er
so

na
l 

da
ta

 t
o 

a 
th

ir
d 

co
un

tr
y,

 
un

le
ss

 r
eq

ui
re

d 
to

 d
o 

so
 b

y 
U

ni
on

 o
r 

M
em

be
r 

St
at

e 
la

w
 t

o 
w

hi
ch

 t
he

 
pr

oc
es

so
r 

is
 

su
bj

ec
t. 

In
su

ch
 

a 
ca

se
, 

th
e 

pr
oc

es
so

r 
sh

al
l 

in
fo

rm
 

th
e 

co
nt

ro
lle

r 
of

 t
ha

t 
le

ga
l 

re
qu

ir
em

en
t 

be
fo

re
 p

ro
ce

ss
in

g
ta

ke
s 

pl
ac

e,
 u

nl
es

s 
th

at
 

la
w

 
pr

oh
ib

its
 

su
ch

 
in

fo
rm

at
io

n 
on

 
im

po
rt

an
t 

gr
ou

nd
s 

of
 

pu
bl

ic
 

in
te

re
st

 (
A

rt
. 2

8-
3-

a 
of

 t
he

 G
D

P
R

).
 I

n 
ot

he
r 

ca
se

s,
 i

f 
th

e 
pr

oc
es

so
r 

ca
nn

ot
 

pr
ov

id
e 

su
ch

 
co

m
pl

ia
nc

e 
fo

r 
w

ha
te

ve
r 

re
as

on
s,

 
it

 
ag

re
es

 
to

 
in

fo
rm

 
pr

om
pt

ly
 t

he
 d

at
a 

co
nt

ro
ll

er
 o

f 
its

 i
na

bi
lit

y 
to

 c
om

pl
y,

 i
n 

w
hi

ch
 c

as
e 

th
e 

co
nt

ro
lle

r 
is

 e
nt

itl
ed

 t
o 

su
sp

en
d 

th
e 

tr
an

sf
er

 o
f 

da
ta

 a
nd

/o
r 

te
rm

in
at

e 
th

e 
co

nt
ra

ct
.

O
n 

th
e 

te
rm

in
at

io
n 

of
th

e 
pr

ov
is

io
n 

of
 

se
rv

ic
es

 
re

la
te

d 
to

 
th

e 
da

ta
 

pr
oc

es
si

ng
, 

th
e 

pr
oc

es
so

rs
 a

nd
 s

ub
-p

ro
ce

ss
or

s 
sh

al
l, 

at
 t

he
 c

ho
ic

e 
of

 t
he

 
co

nt
ro

lle
r,

 
de

le
te

 
or

 
re

tu
rn

 
al

l 
th

e 
pe

rs
on

al
 

da
ta

 
tr

an
sf

er
re

d 
to

 
th

e 
co

nt
ro

lle
r 

an
d 

de
le

te
 t

he
 c

op
ie

s 
th

er
eo

f 
an

d 
ce

rt
if

y 
to

 t
he

 c
on

tr
ol

le
r 

th
at

 i
t 

ha
s 

do
ne

 s
o,

 u
nl

es
s 

le
gi

sl
at

io
n 

im
po

se
d 

up
on

 t
he

m
 r

eq
ui

re
s 

st
or

ag
e 

of
 t

he
 

pe
rs

on
al

 
da

ta
 

tr
an

sf
er

re
d.

 
In

 
th

at
 

ca
se

, 
th

e 
pr

oc
es

so
rs

 
an

d 
th

e 
su

b-
pr

oc
es

so
rs

 w
il

l i
nf

or
m

 th
e 

co
nt

ro
lle

r 
an

d 
w

ar
ra

nt
 t

ha
t i

t w
il

l g
ua

ra
nt

ee
 th

e 
co

nf
id

en
tia

lit
y 

of
 

th
e 

pe
rs

on
al

 
da

ta
 

tr
an

sf
er

re
d 

an
d 

w
ill

 
no

t 
ac

tiv
el

y 
pr

oc
es

s 
th

e 
pe

rs
on

al
 d

at
a 

tr
an

sf
er

re
d 

an
ym

or
e.

iii
)

D
at

a 
qu

al
it

y:
 P

ro
ce

ss
or

s 
an

d 
su

b-
pr

oc
es

so
rs

 w
ill

 h
av

e 
a 

ge
ne

ra
l 

du
ty

 
to

 h
el

p 
an

d 
as

si
st

 th
e 

co
nt

ro
lle

r 
to

 c
om

pl
y 

w
it

h 
th

e 
la

w
, i

n 
pa

rt
ic

ul
ar

:

- 
P

ro
ce

ss
or

s 
an

d
su

b-
pr

oc
es

so
rs

 w
il

l 
ex

ec
ut

e 
an

y 
ne

ce
ss

ar
y 

m
ea

su
re

s 
w

he
n 

as
ke

d 
by

 th
e 

C
on

tr
ol

le
r,

 in
 o

rd
er

 to
 h

av
e 

th
e 

da
ta

 u
pd

at
ed

, c
or

re
ct

ed
 

or
 d

el
et

ed
. P

ro
ce

ss
or

s 
an

d 
su

b-
pr

oc
es

so
rs

 w
ill

 i
nf

or
m

 e
ac

h 
B

C
R

 m
em

be
r

to
 w

ho
m

 t
he

 d
at

a 
ha

ve
 b

ee
n 

di
sc

lo
se

d 
of

 a
ny

 r
ec

ti
fi

ca
ti

on
, 

or
 d

el
et

io
n 

of
 

da
ta

.



17

C
ri

te
ri

a 
fo

r 
ap

p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

-
P

ro
ce

ss
or

s 
an

d 
su

b-
pr

oc
es

so
rs

 w
il

l 
ex

ec
ut

e 
an

y 
ne

ce
ss

ar
y 

m
ea

su
re

s,
 

w
he

n 
as

ke
d 

by
 

th
e 

C
on

tr
ol

le
r,

 i
n 

or
de

r 
to

 
ha

ve
 t

he
 d

at
a 

de
le

te
d 

or
 

an
on

ym
is

ed
 f

ro
m

 t
he

 m
om

en
t 

th
e 

id
en

ti
fi

ca
ti

on
 f

or
m

 i
s 

no
t 

ne
ce

ss
ar

y 
an

ym
or

e.
P

ro
ce

ss
or

 a
nd

 s
ub

-p
ro

ce
ss

or
s 

w
il

l 
co

m
m

un
ic

at
e 

to
 e

ac
h 

en
tit

y 
to

 w
ho

m
 th

e 
da

ta
 h

av
e 

be
en

 d
is

cl
os

ed
 o

f 
an

y 
de

le
ti

on
 o

r 
an

on
ym

is
at

io
n 

of
 

da
ta

.

iv
)

Se
cu

ri
ty

:
P

ro
ce

ss
or

s 
an

d 
su

b-
pr

oc
es

so
rs

 
w

il
l 

ha
ve

 
a 

du
ty

 
to

 
im

pl
em

en
t a

ll 
ap

pr
op

ri
at

e 
te

ch
ni

ca
l a

nd
 o

rg
an

iz
at

io
na

l m
ea

su
re

s 
to

 e
ns

ur
e 

a
le

ve
l 

of
 s

ec
ur

it
y 

ap
pr

op
ri

at
e 

to
 t

he
 r

is
ks

 p
re

se
nt

ed
 b

y 
th

e 
pr

oc
es

si
ng

 a
s 

pr
ov

id
ed

 b
y 

A
rt

ic
le

 3
2 

of
 t

he
 G

D
P

R
. 

P
ro

ce
ss

or
s 

an
d 

su
b-

pr
oc

es
so

rs
 w

il
l 

al
so

 h
av

e 
a 

du
ty

 t
o 

as
si

st
 t

he
 C

on
tr

ol
le

r 
in

 e
ns

ur
in

g 
co

m
pl

ia
nc

e 
w

it
h 

th
e 

ob
li

ga
tio

ns
 a

s 
se

t 
ou

t 
in

 A
rt

ic
le

s 
32

to
 3

6 
of

 t
he

 G
D

P
R

 t
ak

in
g 

in
to

 
ac

co
un

t 
th

e 
na

tu
re

 
of

 
pr

oc
es

si
ng

 
an

d 
in

fo
rm

at
io

n 
av

ai
la

bl
e 

to
 

th
e 

pr
oc

es
so

r 
(A

rt
.2

8-
3-

f 
of

 t
he

 G
D

P
R

).
 P

ro
ce

ss
or

s 
an

d 
su

b-
pr

oc
es

so
rs

 m
us

t 
im

pl
em

en
t

te
ch

ni
ca

l 
an

d 
or

ga
ni

sa
ti

on
al

 m
ea

su
re

s 
w

hi
ch

 a
t 

le
as

t 
m

ee
t 

th
e 

re
qu

ir
em

en
ts

 o
f 

th
e 

da
ta

 c
on

tr
ol

le
r’

s 
ap

pl
ic

ab
le

 l
aw

 a
nd

 a
ny

 e
xi

st
in

g 
pa

rt
ic

ul
ar

 m
ea

su
re

s 
sp

ec
if

ie
d 

in
 t

he
 S

er
vi

ce
 A

gr
ee

m
en

t.
P

ro
ce

ss
or

s 
sh

al
l 

in
fo

rm
 t

he
 C

on
tr

ol
le

r 
w

it
ho

ut
 u

nd
ue

 d
el

ay
 a

ft
er

 b
ec

om
in

g 
aw

ar
e 

of
 a

ny
 

pe
rs

on
al

 d
at

a 
br

ea
ch

.
In

 a
dd

iti
on

, 
su

b-
pr

oc
es

so
rs

 s
ha

ll 
ha

ve
 t

he
 d

ut
y 

to
 

in
fo

rm
 

th
e 

P
ro

ce
ss

or
 

an
d 

th
e 

C
on

tr
ol

le
r 

w
it

ho
ut

 
un

du
e 

de
la

y 
af

te
r 

be
co

m
in

g 
aw

ar
e 

of
 a

ny
 p

er
so

na
l d

at
a 

br
ea

ch
. 

v)
D

at
a 

su
bj

ec
t 

ri
gh

ts
: 

P
ro

ce
ss

or
s 

an
d 

su
b-

pr
oc

es
so

rs
 w

il
l 

ex
ec

ut
e 

an
y 

ap
pr

op
ri

at
e 

te
ch

ni
ca

l 
an

d 
or

ga
ni

za
tio

na
l 

m
ea

su
re

s,
 

in
so

fa
r 

as
 

th
is

 
is

 
po

ss
ib

le
, 

w
he

n 
as

ke
d 

by
 

th
e 

co
nt

ro
ll

er
, 

fo
r 

th
e 

fu
lf

il
m

en
t

of
 

th
e 

co
nt

ro
lle

r’
s 

ob
li

ga
ti

on
s 

to
 r

es
po

nd
 t

o 
re

qu
es

ts
 f

or
 e

xe
rc

is
in

g 
th

e 
da

ta
 

su
bj

ec
ts

 r
ig

ht
s 

as
 s

et
 o

ut
 i

n 
C

ha
pt

er
 I

II
 o

f 
th

e 
G

D
P

R
 (

A
rt

. 
28

-3
-e

 o
f 

th
e 

G
D

P
R

) 
 i

nc
lu

di
ng

 b
y 

co
m

m
un

ic
at

in
g 

an
y

us
ef

ul
 i

nf
or

m
at

io
n 

in
 o

rd
er

 t
o 

he
lp

 th
e 

co
nt

ro
ll

er
 to

 c
om

pl
y 

w
it

h 
th

e 
du

ty
 to

 r
es

pe
ct

 th
e 

ri
gh

ts
 o

f 
th

e 
da

ta
 

su
bj

ec
ts

. 
P

ro
ce

ss
or

 a
nd

 s
ub

-p
ro

ce
ss

or
s 

w
ill

 t
ra

ns
m

it 
to

 t
he

 c
on

tr
ol

le
r 

an
y 

da
ta

 s
ub

je
ct

 r
eq

ue
st

 w
it

ho
ut

 a
ns

w
er

in
g 

it 
un

le
ss

 h
e 

is
 a

ut
ho

ri
se

d 
to

 d
o

so
.



18

C
ri

te
ri

a 
fo

r 
ap

p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

vi
)

Su
b-

pr
oc

es
si

ng
 w

it
hi

n 
th

e 
G

ro
up

: 
da

ta
 m

ay
 b

e 
su

b-
pr

oc
es

se
d 

by
 

ot
he

r 
B

C
R

 m
em

be
rs

 b
ou

nd
 b

y 
th

e 
B

C
R

s 
on

ly
 w

it
h 

th
e 

pr
io

r 
in

fo
rm

ed
 

sp
ec

if
ic

 o
r 

ge
ne

ra
l 

w
ri

tt
en

 a
ut

ho
ri

za
ti

on
 o

f 
th

e 
co

nt
ro

lle
r3 .

 T
he

 S
er

vi
ce

 
A

gr
ee

m
en

t 
w

il
l 

sp
ec

if
y 

if
 a

 
ge

ne
ra

l 
pr

io
r 

au
th

or
iz

at
io

n 
gi

ve
n 

at
 t

he
 

be
gi

nn
in

g 
of

 t
he

 s
er

vi
ce

 w
ou

ld
 b

e 
su

ff
ic

ie
nt

 o
r 

if
 a

sp
ec

if
ic

 a
ut

ho
ri

za
tio

n 
w

il
l 

be
 r

eq
ui

re
d 

fo
r 

ea
ch

 n
ew

su
b-

pr
oc

es
so

r.
 I

f 
a 

ge
ne

ra
l 

au
th

or
iz

at
io

n 
is

 
gi

ve
n,

 t
he

 c
on

tr
ol

le
r 

sh
ou

ld
 b

e 
in

fo
rm

ed
 b

y 
th

e 
pr

oc
es

so
r 

of
 a

ny
 i

nt
en

de
d 

ch
an

ge
s 

co
nc

er
ni

ng
 t

he
 a

dd
iti

on
 o

r 
re

pl
ac

em
en

t 
of

 a
 s

ub
-p

ro
ce

ss
or

in
 

su
ch

 a
 ti

m
el

y 
fa

sh
io

n
th

at
 t

he
 c

on
tr

ol
le

r 
ha

s 
th

e 
po

ss
ib

il
it

y 
to

 o
bj

ec
t t

o 
th

e 
ch

an
ge

 o
r 

to
 t

er
m

in
at

e 
th

e 
co

nt
ra

ct
 b

ef
or

e 
th

e 
da

ta
 a

re
 c

om
m

un
ic

at
ed

 t
o 

th
e 

ne
w

 s
ub

-p
ro

ce
ss

or
.

vi
i)

O
nw

ar
d 

tr
an

sf
er

s 
to

 e
xt

er
na

l 
su

b-
pr

oc
es

so
rs

: 
D

at
a 

m
ay

 s
ub

 p
ro

ce
ss

ed
 

by
 n

on
-m

em
be

rs
 o

f 
th

e 
B

C
R

s 
on

ly
 w

it
h 

th
e 

pr
io

r 
in

fo
rm

ed
 s

pe
ci

fi
c 

or
 

ge
ne

ra
l 

w
ri

tt
en

 a
ut

ho
ri

za
tio

n 
of

 t
he

 c
on

tr
ol

le
r4 .

 I
f 

a 
ge

ne
ra

l 
au

th
or

iz
at

io
n 

is
 g

iv
en

, 
th

e 
co

nt
ro

ll
er

 s
ho

ul
d 

be
 i

nf
or

m
ed

 b
y 

th
e 

pr
oc

es
so

r 
of

an
y 

in
te

nd
ed

 
ch

an
ge

s 
co

nc
er

ni
ng

 
th

e 
ad

di
tio

n 
or

 
re

pl
ac

em
en

t 
of

 
su

b-
pr

oc
es

so
rs

 i
n 

su
ch

 a
 t

im
el

y 
fa

sh
io

n 
th

at
 t

he
 c

on
tr

ol
le

r 
ha

s 
th

e 
po

ss
ib

ili
ty

 
to

 o
bj

ec
t 

to
 t

he
 c

ha
ng

e 
or

 t
o 

te
rm

in
at

e 
th

e 
co

nt
ra

ct
 b

ef
or

e 
th

e 
da

ta
 a

re
 

co
m

m
un

ic
at

ed
 to

 th
e 

ne
w

 s
ub

-p
ro

ce
ss

or
. 

W
he

re
 t

he
 B

C
R

 m
em

be
r 

bo
un

d 
by

 t
he

 B
C

R
s 

su
bc

on
tr

ac
ts

 i
ts

 o
bl

ig
at

io
ns

 
un

de
r 

th
e 

Se
rv

ic
e 

A
gr

ee
m

en
t, 

w
it

h 
th

e 
au

th
or

iz
at

io
n 

of
 t

he
 c

on
tr

ol
le

r,
 i

t 
sh

al
l 

do
 s

o 
on

ly
 b

y 
w

ay
 o

f 
a 

co
nt

ra
ct

 o
r 

ot
he

r 
le

ga
l 

ac
t 

un
de

r 
U

ni
on

 o
r 

M
em

be
r 

S
ta

te
 l

aw
 w

it
h 

th
e 

su
b-

pr
oc

es
so

r
w

hi
ch

 p
ro

vi
de

s 
th

at
 a

de
qu

at
e 

pr
ot

ec
tio

n 
is

 p
ro

vi
de

d 
as

 s
et

 o
ut

 i
n 

A
rt

ic
le

s 
 2

8,
 2

9,
 3

2,
 4

5,
 4

6,
 4

7 
of

 t
he

 
G

D
P

R
 a

nd
 w

hi
ch

 e
ns

ur
es

 t
ha

t 
th

e 
sa

m
e 

da
ta

 p
ro

te
ct

io
n 

ob
li

ga
ti

on
s 

as
  

se
t 

3
In

fo
rm

at
io

n 
on

 th
e 

m
ai

n 
el

em
en

ts
 (

pa
rt

ie
s,

 c
ou

nt
ri

es
, s

ec
ur

it
y,

 g
ua

ra
nt

ee
s 

in
 c

as
e 

of
 in

te
rn

at
io

na
l t

ra
ns

fe
rs

, w
ith

 a
 p

os
si

bi
lit

y 
to

 g
et

 a
 c

op
y 

of
 th

e 
co

nt
ra

ct
s 

us
ed

).
 T

he
 

de
ta

il
ed

 in
fo

rm
at

io
n,

 f
or

 in
st

an
ce

 r
el

at
in

g 
to

 th
e 

na
m

e 
of

 th
e 

su
b-

pr
oc

es
so

rs
 c

ou
ld

 b
e 

pr
ov

id
ed

 e
.g

. i
n 

a 
pu

bl
ic

 d
ig

ita
l r

eg
is

te
r.

 
4

In
fo

rm
at

io
n 

on
 th

e 
m

ai
n 

el
em

en
ts

 (
pa

rt
ie

s,
 c

ou
nt

ri
es

, s
ec

ur
it

y,
 g

ua
ra

nt
ee

s 
in

 c
as

e 
of

 in
te

rn
at

io
na

l t
ra

ns
fe

rs
, w

ith
 a

 p
os

si
bi

lit
y 

to
 g

et
 a

 c
op

y 
of

 th
e 

co
nt

ra
ct

s 
us

ed
).

 T
he

 
de

ta
il

ed
 in

fo
rm

at
io

n,
 f

or
 in

st
an

ce
 r

el
at

in
g 

to
 th

e 
na

m
e 

of
 th

e 
su

b-
pr

oc
es

so
rs

 c
ou

ld
 b

e 
pr

ov
id

ed
 e

.g
. i

n 
a 

pu
bl

ic
 d

ig
ita

l r
eg

is
te

r.



19

C
ri

te
ri

a 
fo

r 
ap

p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

ou
t 

in
 t

he
Se

rv
ic

e 
A

gr
ee

m
en

t 
be

tw
ee

n 
th

e 
co

nt
ro

ll
er

 a
nd

 t
he

 p
ro

ce
ss

or
 

an
d 

se
ct

io
ns

 1
.3

, 
1.

4,
 3

 a
nd

 6
 o

f 
th

is
 

re
fe

re
nt

ia
l 

ar
e 

im
po

se
d 

on
 t

he
 s

ub
-

pr
oc

es
so

r,
 

in
 

pa
rt

ic
ul

ar
 

pr
ov

id
in

g 
su

ff
ic

ie
nt

 
gu

ar
an

te
es

 
to

 
im

pl
em

en
t 

ap
pr

op
ri

at
e 

te
ch

ni
ca

l a
nd

 o
rg

an
iz

at
io

n 
m

ea
su

re
s 

in
 s

uc
h 

a 
m

an
ne

r 
th

at
 t

he
 

pr
oc

es
si

ng
 w

ill
 m

ee
t 

th
e 

re
qu

ir
em

en
ts

 o
f 

th
e 

G
D

P
R

 (
A

rt
. 

28
-4

 o
f 

th
e 

G
D

P
R

).

6.
1.

2 
A

cc
ou

nt
ab

il
it

y 
an

d 
ot

he
r 

to
ol

s
Y

E
S

Y
E

S
P

ro
ce

ss
or

s 
w

ill
 

ha
ve

 
a 

du
ty

 
to

 
m

ak
e 

av
ai

la
bl

e 
to

 
th

e 
co

nt
ro

ll
er

 
al

l 
in

fo
rm

at
io

n 
ne

ce
ss

ar
y 

to
 d

em
on

st
ra

te
 c

om
pl

ia
nc

e 
w

it
h 

th
ei

r 
ob

li
ga

tio
ns

 
as

 p
ro

vi
de

d 
by

 A
rt

ic
le

 2
8-

3-
h 

of
 t

he
G

D
P

R
 a

nd
 a

llo
w

 f
or

 a
nd

 c
on

tr
ib

ut
e 

to
 a

ud
it

s,
 i

nc
lu

di
ng

 i
ns

pe
ct

io
ns

 c
on

du
ct

ed
 b

y 
th

e 
co

nt
ro

ll
er

 o
r 

an
ot

he
r 

au
di

to
r 

m
an

da
te

d 
by

 
th

e 
co

nt
ro

lle
r.

 
In

 
ad

di
ti

on
, 

th
e 

pr
oc

es
so

r 
sh

al
l 

im
m

ed
ia

te
ly

 in
fo

rm
 th

e 
co

nt
ro

ll
er

 if
 in

 it
s

op
in

io
n,

 a
n 

in
st

ru
ct

io
n 

in
fr

in
ge

s 
th

e 
G

D
P

R
 o

r 
ot

he
r 

U
ni

on
 o

r 
M

em
be

r 
S

ta
te

 d
at

a 
pr

ot
ec

ti
on

 p
ro

vi
si

on
s.

In
 o

rd
er

 t
o 

de
m

on
st

ra
te

 c
om

pl
ia

nc
e 

w
it

h 
th

e 
B

C
R

s,
B

C
R

 m
em

be
rs

 n
ee

d 
to

m
ai

nt
ai

n 
a 

re
co

rd
 o

f 
al

l 
ca

te
go

ri
es

 o
f 

pr
oc

es
si

ng
 a

ct
iv

iti
es

 c
ar

ri
ed

 o
ut

 
on

 b
eh

al
f 

of
 e

ac
h 

co
nt

ro
lle

r 
in

 li
ne

 w
ith

 th
e 

re
qu

ir
em

en
ts

 a
s 

se
t o

ut
 in

 A
rt

. 
30

.2
 G

D
P

R
. 

T
hi

s 
re

co
rd

 s
ho

ul
d 

be
 m

ai
nt

ai
ne

d 
in

 w
ri

ti
ng

, 
in

cl
ud

in
g 

in
 

el
ec

tr
on

ic
 f

or
m

 a
nd

 s
ho

ul
d 

be
 m

ad
e 

av
ai

la
bl

e 
to

 th
e 

su
pe

rv
is

or
y 

au
th

or
it

y 
on

 r
eq

ue
st

 (
A

rt
.3

0.
3 

an
d 

30
.4

 G
D

P
R

)

T
he

 
B

C
R

 
m

em
be

rs
 

sh
al

l 
al

so
 

as
si

st
 

th
e 

co
nt

ro
lle

r 
in

 
im

pl
em

en
ti

ng
 

ap
pr

op
ri

at
e 

te
ch

ni
ca

l 
an

d 
or

ga
ni

sa
ti

on
al

 m
ea

su
re

s 
to

 c
om

pl
y 

w
it

h 
da

ta
 

pr
ot

ec
tio

n 
pr

in
ci

pl
es

 a
nd

 f
ac

il
ita

te
 c

om
pl

ia
nc

e 
w

it
h 

th
e 

re
qu

ir
em

en
ts

se
t 

up
 b

y 
th

e 
B

C
R

s 
in

 p
ra

ct
ic

e 
su

ch
 a

s 
da

ta
 p

ro
te

ct
io

n 
by

 d
es

ig
n 

an
d 

by
 

de
fa

ul
t (

A
rt

. 2
5

an
d 

47
.2

.d
  G

D
P

R
)

6.
2 

T
he

 li
st

 o
f 

en
ti

ti
es

 b
ou

nd
 b

y 
B

C
R

s
Y

E
S

Y
E

S
B

C
R

 s
ha

ll 
co

nt
ai

n 
a 

lis
t 

of
 t

he
 e

nt
iti

es
 b

ou
nd

 b
y 

th
e 

B
C

R
s

in
cl

ud
in

g 
co

nt
ac

t d
et

ai
ls

.
6.

3 
T

he
 n

ee
d 

to
 b

e 
tr

an
sp

ar
en

t 
w

h
er

e 
na

ti
on

al
 le

gi
sl

at
io

n 
pr

ev
en

ts
 t

he
 g

ro
up

 f
ro

m
 

co
m

p
ly

in
g 

w
it

h 
th

e 
B

C
R

s 

Y
E

S
N

O
A

 c
le

ar
 c

om
m

it
m

en
t 

th
at

 w
he

re
 a

 B
C

R
 m

em
be

r 
ha

s 
re

as
on

s 
to

 b
el

ie
ve

 
th

at
 t

he
 e

xi
st

in
g 

or
 f

ut
ur

e 
le

gi
sl

at
io

n 
ap

pl
ic

ab
le

 t
o 

it 
m

ay
 p

re
ve

nt
 i

t 
fr

om
 

fu
lf

il
li

ng
 t

he
 i

ns
tr

uc
tio

ns
 r

ec
ei

ve
d 

fr
om

 t
he

 c
on

tr
ol

le
r 

or
 i

ts
 o

bl
ig

at
io

ns
 

un
de

r 
th

e 
B

C
R

s 
or

 S
er

vi
ce

 A
gr

ee
m

en
t, 

it 
w

il
l 

pr
om

pt
ly

 n
ot

if
y 

th
is

 t
o 

th
e 

co
nt

ro
lle

r
w

hi
ch

 
is

 
en

tit
le

d 
to

 
su

sp
en

d 
th

e 
tr

an
sf

er
 

of
 

da
ta

 
an

d/
or

 
te

rm
in

at
e 

th
e 

co
nt

ra
ct

, 
to

 t
he

 E
U

 h
ea

dq
ua

rt
er

 p
ro

ce
ss

or
 o

r 
E

U
 m

em
be

r 



20

C
ri

te
ri

a 
fo

r 
ap

p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

w
it

h 
de

le
ga

te
d 

da
ta

 
pr

ot
ec

ti
on

 
re

sp
on

si
bi

lit
ie

s 
or

 
th

e 
ot

he
r 

re
le

va
nt

 
P

ri
va

cy
 

O
ff

ic
er

/f
un

ct
io

n,
 

bu
t 

al
so

 
to

 
th

e 
 

S
up

er
vi

so
ry

 
A

ut
ho

ri
ty

 
co

m
pe

te
nt

 f
or

 t
he

 c
on

tr
ol

le
r

an
d 

th
e 

S
up

er
vi

so
ry

 a
ut

ho
ri

ty
 c

om
pe

te
nt

 f
or

 
th

e 
pr

oc
es

so
r.

A
ny

 l
eg

al
ly

 b
in

di
ng

 r
eq

ue
st

 f
or

 d
is

cl
os

ur
e 

of
 t

he
 p

er
so

na
l 

da
ta

 b
y 

a 
la

w
 

en
fo

rc
em

en
t a

ut
ho

ri
ty

 o
r 

st
at

e
se

cu
ri

ty
 b

od
y 

sh
al

l b
e 

co
m

m
un

ic
at

ed
 to

 th
e 

co
nt

ro
lle

r 
un

le
ss

 
ot

he
rw

is
e 

pr
oh

ib
ite

d 
(s

uc
h 

as
 

a 
pr

oh
ib

it
io

n 
un

de
r 

cr
im

in
al

 
la

w
 

to
 

pr
es

er
ve

 
th

e 
co

nf
id

en
ti

al
it

y 
of

 
a 

la
w

 
en

fo
rc

em
en

t 
in

ve
st

ig
at

io
n)

. 
In

 a
ny

 c
as

e,
 t

he
 r

eq
ue

st
 f

or
 d

is
cl

os
ur

e 
sh

ou
ld

 b
e 

pu
t 

on
 

ho
ld

 a
nd

 t
he

 S
up

er
vi

so
ry

 A
ut

ho
ri

ty
 c

om
pe

te
nt

 f
or

 t
he

 c
on

tr
ol

le
r 

an
d 

th
e 

co
m

pe
te

nt
 S

up
er

vi
so

ry
 A

ut
ho

ri
ty

 
fo

r 
th

e 
pr

oc
es

so
r 

sh
ou

ld
 b

e 
cl

ea
rl

y 
in

fo
rm

ed
 

ab
ou

t 
th

e 
re

qu
es

t, 
in

cl
ud

in
g 

in
fo

rm
at

io
n 

ab
ou

t 
th

e 
da

ta
 

re
qu

es
te

d,
 t

he
 r

eq
ue

st
in

g 
bo

dy
 a

nd
 t

he
 l

eg
al

 b
as

is
 f

or
 d

is
cl

os
ur

e 
(u

nl
es

s 
ot

he
rw

is
e 

pr
oh

ib
it

ed
).

If
 i

n 
sp

ec
if

ic
 c

as
es

 t
he

 s
us

pe
ns

io
n 

an
d/

or
 n

ot
if

ic
at

io
n 

ar
e 

pr
oh

ib
it

ed
, 

th
e 

B
C

R
s 

sh
al

l 
pr

ov
id

e 
th

at
 t

he
 r

eq
ue

st
ed

 B
C

R
 m

em
be

r 
w

il
l 

us
e 

it
s 

be
st

 
ef

fo
rt

s 
to

 
ob

ta
in

 
th

e 
ri

gh
t 

to
 

w
ai

ve
 

th
is

 
pr

oh
ib

iti
on

 
in

 
or

de
r 

to
 

co
m

m
un

ic
at

e 
as

 m
uc

h 
in

fo
rm

at
io

n 
as

 i
t 

ca
n 

an
d 

as
 s

oo
n 

as
 p

os
si

bl
e,

 a
nd

 
be

 a
bl

e 
to

 d
em

on
st

ra
te

 th
at

 it
 d

id
 s

o.

If
, 

in
 t

he
 a

bo
ve

 c
as

es
, 

de
sp

it
e 

ha
vi

ng
 u

se
d 

it
s 

be
st

 e
ff

or
ts

, 
th

e 
re

qu
es

te
d 

B
C

R
 m

em
be

r 
is

 n
ot

 i
n 

a 
po

si
tio

n 
to

 n
ot

if
y 

th
e 

co
m

pe
te

nt
 S

A
s,

 i
t 

m
us

t 
co

m
m

it
 i

n 
th

e 
B

C
R

s 
to

 a
nn

ua
ll

y 
pr

ov
id

e
ge

ne
ra

l 
in

fo
rm

at
io

n 
on

 t
he

 
re

qu
es

ts
 i

t 
re

ce
iv

ed
 to

 t
he

 c
om

pe
te

nt
 S

A
s 

(e
.g

. n
um

be
r 

of
 a

pp
lic

at
io

ns
 f

or
 

di
sc

lo
su

re
, t

yp
e 

of
 d

at
a 

re
qu

es
te

d,
 r

eq
ue

st
er

 if
 p

os
si

bl
e,

 e
tc

.)
.

In
 a

ny
 c

as
e,

 t
he

 B
C

R
s 

m
us

t s
ta

te
 th

at
 tr

an
sf

er
s 

of
 p

er
so

na
l 

da
ta

 b
y 

a 
B

C
R

 
m

em
be

r 
of

 
th

e 
gr

ou
p 

to
 

an
y 

pu
bl

ic
 

au
th

or
it

y 
ca

nn
ot

 
be

 
m

as
si

ve
, 

di
sp

ro
po

rt
io

na
te

 a
nd

 i
nd

is
cr

im
in

at
e 

in
 a

 m
an

ne
r 

th
at

 w
ou

ld
 g

o 
be

yo
nd

 
w

ha
t i

s 
ne

ce
ss

ar
y 

in
 a

 d
em

oc
ra

tic
 s

oc
ie

ty
6.

4 
A

 
st

at
em

en
t 

ab
ou

t 
th

e 
re

la
ti

on
sh

ip
 

be
tw

ee
n

na
ti

on
al

 
la

w
s 

an
d 

B
C

R
s 

Y
E

S
N

O
B

C
R

s
sh

al
l 

sp
ec

if
y 

th
e 

re
la

ti
on

sh
ip

 b
et

w
ee

n 
th

e 
B

C
R

s
an

d 
th

e 
re

le
va

nt
 

ap
pl

ic
ab

le
 la

w
.

T
he

 B
C

R
s

sh
al

l 
st

at
e 

th
at

, 
w

he
re

 t
he

 l
oc

al
 l

eg
is

la
tio

n,
 f

or
 i

ns
ta

nc
e 

E
U

 



21

C
ri

te
ri

a 
fo

r 
ap

p
ro

va
l o

f 
B

C
R

s
In

 t
he

 
B

C
R

s 
In

 t
he

 
ap

pl
ic

at
io

n
 

fo
rm

C
om

m
en

ts
R

ef
er

en
ce

s 
to

 A
pp

lic
at

io
n

/B
C

R
s

le
gi

sl
at

io
n,

 r
eq

ui
re

s 
a 

hi
gh

er
 l

ev
el

 o
f 

pr
ot

ec
tio

n 
fo

r 
pe

rs
on

al
 d

at
a 

it 
w

ill
 

ta
ke

 p
re

ce
de

nc
e 

ov
er

 th
e 

B
C

R
s.

 

In
 a

ny
 e

ve
nt

 d
at

a 
sh

al
l 

be
 p

ro
ce

ss
ed

 i
n 

ac
co

rd
an

ce
 w

it
h

th
e 

ap
pl

ic
ab

le
 

la
w

.



22

II
. C

O
M

M
IT

M
E

N
T

S 
T

O
 B

E
 T

A
K

E
N

 I
N

 T
H

E
 S

E
R

V
IC

E
 L

E
V

E
L

 A
G

R
E

E
M

E
N

T

T
he

 B
C

R
s 

fo
r 

P
ro

ce
ss

or
s 

sh
al

l u
na

m
bi

gu
ou

sl
y 

be
 li

nk
ed

 to
 th

e 
S

er
vi

ce
 L

ev
el

 A
gr

ee
m

en
t s

ig
ne

d 
w

it
h 

ea
ch

 C
li

en
t. 

T
o 

th
at

 e
xt

en
t, 

it
 is

 im
po

rt
an

t t
o 

m
ak

e 
su

re
 in

 th
e 

Se
rv

ic
e 

L
ev

el
 A

gr
ee

m
en

t, 
w

hi
ch

 m
us

t c
on

ta
in

 a
ll 

re
qu

ir
ed

 e
le

m
en

ts
 p

ro
vi

de
d 

by
 A

rt
ic

le
 2

8 
of

 th
e 

G
D

P
R

, t
ha

t:

B
C

R
s 

w
il

l b
e 

m
ad

e 
en

fo
rc

ea
bl

e 
fo

r 
th

e 
C

on
tr

ol
le

r 
(C

li
en

t)
th

ro
ug

h 
a 

sp
ec

if
ic

 r
ef

er
en

ce
 to

 it
 in

 th
e 

S
L

A
 (

as
 a

n 
an

ne
x)

.
T

he
 C

on
tr

ol
le

r 
sh

al
l c

om
m

it
 th

at
 if

 th
e 

tr
an

sf
er

 in
vo

lv
es

 s
pe

ci
al

 c
at

eg
or

ie
s 

of
 d

at
a 

th
e 

D
at

a 
Su

bj
ec

t h
as

 b
ee

n 
in

fo
rm

ed
 o

r 
w

il
l b

e 
in

fo
rm

ed
 b

ef
or

e 
th

e 
tr

an
sf

er
 th

at
 h

is
 d

at
a 

co
ul

d 
be

 tr
an

sm
it

te
d 

to
 a

 th
ir

d 
co

un
tr

y 
no

t p
ro

vi
di

ng
 a

de
qu

at
e 

pr
ot

ec
ti

on
;

T
he

 C
on

tr
ol

le
r 

sh
al

l a
ls

o 
co

m
m

it
 to

 in
fo

rm
 th

e 
da

ta
 s

ub
je

ct
 a

bo
ut

 th
e 

ex
is

te
nc

e 
of

 p
ro

ce
ss

or
s 

ba
se

d 
ou

ts
id

e 
of

 E
U

 a
nd

 o
f 

th
e 

B
C

R
s.

 T
he

 C
on

tr
ol

le
r 

sh
al

l m
ak

e 
av

ai
la

bl
e 

to
 

th
e 

D
at

a 
S

ub
je

ct
s 

up
on

 r
eq

ue
st

 a
 c

op
y 

of
 th

e 
B

C
R

s 
an

d 
of

 th
e 

se
rv

ic
e 

ag
re

em
en

t (
w

ith
ou

t a
ny

 s
en

si
ti

ve
 a

nd
 c

on
fi

de
nt

ia
l c

om
m

er
ci

al
 in

fo
rm

at
io

n)
;

C
le

ar
 c

on
fi

de
nt

ia
li

ty
 a

nd
 s

ec
ur

it
y 

m
ea

su
re

s 
ar

e 
de

sc
ri

be
d 

or
 r

ef
er

re
d 

w
it

h 
an

 e
le

ct
ro

ni
c 

lin
k;

A
 c

le
ar

 d
es

cr
ip

ti
on

 o
f 

th
e 

in
st

ru
ct

io
ns

 a
nd

 th
e 

da
ta

 p
ro

ce
ss

in
g;

T
he

 s
er

vi
ce

 a
gr

ee
m

en
t 

w
il

l s
pe

ci
fy

if
 d

at
a 

m
ay

 b
e 

su
b-

pr
oc

es
se

d 
in

si
de

 o
f 

th
e 

G
ro

up
 o

r 
ou

ts
id

e 
of

 t
he

 g
ro

up
 a

nd
 w

il
l s

pe
ci

fy
if

 t
he

 p
ri

or
 a

ut
ho

ri
za

ti
on

 to
 it

 e
xp

re
ss

ed
 b

y 
th

e 
co

nt
ro

lle
r 

is
 g

en
er

al
 o

r 
ne

ed
s 

to
 b

e 
gi

ve
n 

sp
ec

if
ic

al
ly

 f
or

 e
ac

h 
ne

w
 s

ub
-p

ro
ce

ss
in

g 
ac

ti
vi

tie
s.


