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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, responsible
under Article 52(2) of Regulation 2018/1725 ‘With respect to the processing of personal data... for
ensuring that the fundamental rights and freedoms of natural persons, and in particular their right to
data protection, are respected by Union institutions and bodies’, and under Article 52(3)"... for advising
Union institutions and bodies and data subjects on all matters concerning the processing of personal
data’.

Wojciech Rafat Wiewiérowski was appointed as Supervisor on 5 December 2019 for a term of five years.
The selection procedure for a new EDPS mandate for a term of five years is still ongoing.

Under Article 42(1) of Regulation 2018/1725, the Commission shall ‘following the adoption of
proposals for a legislative act, of recommendations or of proposals to the Council pursuant to Article
218 TFEU or when preparing delegated acts or implementing acts, consult the EDPS where there is an
impact on the protection of individuals’ rights and freedoms with regard to the processing of personal
data’.

This Opinion relates to the Proposal for a Council Regulation amending Regulation (EU) No 904/2010
as regards the access of the European Public Prosecutor’s Office (EPPO) and the European Anti-Fraud
Office (OLAF) to value added tax information at Union level'.

This Opinion does not preclude any future additional comments or recommendations by the EDPS, in
particular if further issues are identified or new information becomes available. Furthermore, this
Opinion is without prejudice to any future action that may be taken by the EDPS in the exercise of his
powers pursuant to Regulation (EU) 2018/1725.

This Opinion is limited to the provisions of the Proposal that are relevant from a data protection
perspective.

1 COM(2025) 685 final.
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Executive Summary

On 14 November 2025, the European Commission issued the Proposal for a Council Regulation
amending Regulation (EU) No 904/2010 as regards the access of the European Public Prosecutor’s
Office (EPPO) and the European Anti-Fraud Office (OLAF) to value added tax information at Union
level (‘the Proposal’). The Proposal aims to address the urgent problem of combating intra-
Community value added tax (VAT) fraud, including by providing for specific direct and centralised
access to relevant VAT information for the EPPO and OLAF.

The Proposal concerns the boundaries between administrative VAT cooperation and criminal
enforcement. The EDPS stresses that personal data processing for administrative purposes and for
criminal law enforcement purposes are distinct from each other, and that this separation must also
be carefully reflected by the Proposal.

The EDPS welcomes the objectives of the Proposal and recognises that EPPO’s and OLAF’s direct
access to VAT information is necessary to achieve the objective to effectively combat cross-border
VAT fraud. In making this assessment, the EDPS has taken into consideration the specific
characteristics of Missing Trader Intra-Community (MTIC) fraud, the targeted nature of the access
and the specific categories of information concerned, which first and foremost relates to VAT
numbers and business-to-business transactions.

The Proposal should clearly explain and underline the exceptional nature of providing direct (albeit
limited) access to administrative databases for law enforcement purposes. The EDPS considers that
further clarification is warranted to avoid that the Proposal would be misconstrued as a precedent
for more general application.

The Proposal should also ensure the implementation of appropriate legal, technical and
organisational safeguards tailored to the targeted nature of the measure. While the details of the
technical and organisational measures can be further specified by a way of implementing act, as
envisaged by the Proposal, certain parameters should already be defined at the level of the basic
act. To this end, the EDPS recommends including in the Proposal a number of additional
safeguards to help ensure compliance with the principles of purpose limitation, data minimisation
and accountability.
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THE EUROPEAN DATA PROTECTION SUPERVISOR,
Having regard to the Treaty on the Functioning of the European Union,

Having regard to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23
October 2018 on the protection of natural persons with regard to the processing of personal data
by the Union institutions, bodies, offices and agencies and on the free movement of such data, and
repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (‘EUDPR’)? and in particular
Article 42(1) thereof,

HAS ADOPTED THE FOLLOWING OPINION:

1. Introduction

1. On 14 November 2025, the European Commission issued the Proposal for a Council
Regulation amending Regulation (EU) No 904/2010 as regards the access of the European
Public Prosecutor’s Office (EPPO) and the European Anti-Fraud Office (OLAF) to value
added tax information at Union level® (‘the Proposal’).

2. The objective of the Proposal is to address the urgent problem of combating intra-
Community value added tax (VAT) fraud*, by providing for specific direct and centralised
access to relevant VAT information for the EPPO and OLAF without prejudice to the
existing rights of access stemming from the EPPO® and OLAF® Regulations’.

3. Under current Regulation (EU) No 904/2010% EPPO and OLAF do not have an explicit right
to receive information on cross-border VAT fraud from the European network of national
VAT antifraud officials, Eurofisc, and no centralised access for targeted searches to VAT
relevant information through the EU IT systems’. Instead, they must fulfil their mandate
of combating fraud at EU level by cooperating bilaterally with tax authorities at national
level™.

20J L 295, 21.11.2018, p. 39.

3 COM(2025) 685 final.

* Explanatory Memorandum, COM(2025) 685 final, p. 0.

* Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation on the establishment of the European
Public Prosecutor’s Office (‘the EPPO’), OJ L 283, 31.10.2017, pp. 1-71, ELI: http://data.europa.eu/eli/reg/2017/1939/0j.

¢ Regulation (EU, Euratom) No 883/2013 of the European Parliament and of the Council of 11 September 2013 concerning
investigations conducted by the European Anti-Fraud Office (OLAF) and repealing Regulation (EC) No 1073/1999 of the European
Parliament and of the Council and Council Regulation (Euratom) No 1074/1999, OJ L 248, 18.9.2013, pp. 1-22, last amended by
Regulation (EU, Euratom) 2020/2223 of the European Parliament and of the Council of 23 December 2020 amending Regulation (EU,
Euratom) No 883/2013, as regards cooperation with the European Public Prosecutor’s Office and the effectiveness of the European
Anti-Fraud Office investigations, O) L 437, 28.12.2020, pp. 49-73.

" Explanatory Memorandum, COM(2025) 685 final, p. 2.

8 Council Regulation (EU) No 904/2010 of 7 October 2010 on administrative cooperation and combating fraud in the field of value
added tax (recast), OJ L 268, 12.10.2010, pp. 1-18, ELI: http://data.europa.eu/eli/reg/2010/904/0j, last amended by Council Regulation
(EU) 2025/517 of 11 March 2025 amending Regulation (EU) No 904/2010 as regards the VAT administrative cooperation
arrangements needed for the digital age, OJ L, 2025/517, 25.3.2025, ELI: http://data.europa.eu/eli/reg/2025/517/0j.

° Explanatory Memorandum, COM(2025) 685 final, p. 2.

10 Jbid.
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4. The Proposal would amend Regulation (EU) No 904/2010 on administrative cooperation and
combating fraud in the field of VAT, which sets out procedures allowing European Union
(EU) Member States’ authorities to work together and share information on VAT and to
combat VAT fraud.

5. The Proposal targets especially Missing Trader Intra-Community (MTIC) fraud (or ‘carousel
fraud’). This is a type of VAT fraud that exploits the EU’s rules for tax-free trade between
Member States'.

6. The Proposal would strengthen the cooperation between Eurofisc, the EPPO and OLAF by
providing a legal basis for the exchange of information and access to VAT data, enhancing
the EU's ability to combat fraud against the financial interests of the Union'. The Proposal
aims to provide to the EPPO and OLAF a direct and streamlined communication with
Eurofisc and a specific, direct and centralised access to relevant VAT information in relation
with their respective mandates.

7. The Proposal would establish a duty for Eurofisc working field coordinators to
communicate spontaneously to the EPPO and OLAF any indication of suspected fraud
based on the information exchanged between Member States on cross-border VAT fraud,
in respect of which the EPPO could exercise its competence', or in accordance with OLAF’s
mandate'. In addition, they would be obliged to communicate to the EPPO or to OLAF any
relevant information upon request™.

8. The Proposal would also require the competent authorities of the Member States to grant
the EPPO™ and OLAF" centralised access for targeted searches to VAT relevant
information through the EU IT systems for the purpose of investigating specific criminal
offences as defined in Article 4 of the EPPO Regulation and for investigations in accordance
with OLAF tasks.

9. Access would be granted to European Prosecutors, European Delegated Prosecutors and
selected staff of the EPPO and authorised staff of OLAF who hold a personal user

" This type of fraud takes advantage of the VAT exemption on intra-Community supplies. The so-called Missing Traders acquire
goods without accounting right away for the VAT. Any VAT charged on the subsequent domestic sales should be declared and paid
to the Member State’s revenue authority. However, the Missing Traders charge VAT to buyers without remitting the value to the
tax authorities. In more complex cases of MTIC fraud, known as carousel frauds, goods are acquired and sold through a series of
companies before being sold again in another Member State. The first seller in the domestic chain is the missing trader. The last
seller that sells these goods to another taxable person in another Member State, claims and receives the reimbursement of VAT
payments that never occurred.

12 Currently, the EPPO and OLAF execute their respective tasks to combat fraud at EU level by cooperating bilaterally with tax
authorities and through access to VAT information at national level, under different means and conditions. According to the
Explanatory Memorandum, this approach does not align with the requirements of investigating cross-border VAT fraud that spans
multiple jurisdictions, which demands a coordinated, multilateral strategy to address complex, interconnected schemes. The most
recent EPPO investigations spanning more than half of the Member States demonstrate that the EU fight against VAT fraud can
only benefit from an EU level access to VAT information. The more swiftly EPPO and OLAF gain a comprehensive EU-wide
understanding of the fraud, the faster they can intervene. See COM(2025) 685 final, p. 2-3.

3 Article 1(4) of the Proposal, which would add Article 36(2a) to Regulation (EU) No 904/2010.

' Article 1(4) of the Proposal, which would add Article 36(2c) to Regulation (EU) No 904/2010.

15 Article 1(4) of the Proposal, which would add Article 36(2b) and (2d) to Regulation (EU) No 904/2010.

16 Article 1(1) and (2) of the Proposal, which would add to Regulation (EU) No 904/2010 Article 21(2c) for Member States’ systems,
Article 24d for the Central Electronic System of Payment data (CESOP), and Article 24k for the VAT Information Exchange System
(VIES), the three latter Articles being read in conjunction with the new Article 49a to be added to Regulation (EU) No 904/2010 as
per Article 1(5) of the Proposal.

7 Article 1(1) and (2) of the Proposal, which would add to Regulation (EU) No 904/2010 Article 21(2c) for Member States’ systems,
Article 24d for CESOP, and Article 24k for VIES, the three latter Articles being read in conjunction with the new Article 49b to be
added to Regulation (EU) No 904/2010 as per Article 1(5) of the Proposal.
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identification allowing centralised access to the information. The access would be limited
to targeted searches based on specific data categories, which would be defined in an
implementing act, and for the purpose of investigating or prosecuting specific suspected
criminal offences as referred to in Article 4 of the EPPO Regulation, for the purposes of
opening and carrying out investigations in accordance with OLAF tasks as referred to in
Article 1(1) of the OLAF Regulation, i.e. not for random searches'®.

10. The present Opinion of the EDPS is issued in response to a consultation by the European
Commission of 14 and 18 November 2025 pursuant to Article 42(1) of EUDPR. The EDPS
welcomes the reference to this consultation in Recital 12 of the Proposal. In this regard, the
EDPS also positively notes that he was already previously informally consulted pursuant to
recital 60 of EUDPR.

2. General remarks

11. The Proposal raises important questions as to the role of the EPPO, whose investigative
powers under the EPPO Regulation™ rely on the European Delegated Prosecutors’ (EDP’s)
powers under national law. The Proposal would create an exception to this rule, by adding
an investigative power at Union level that can be exercised by other staff of the EPPO than
the EDP’s.

12. The Explanatory Memorandum to the Proposal refers to the ongoing review of the EU anti-
fraud architecture aimed at streamlining tasks, competences and coordination between the
different EU actors in charge of prevention, investigation and repression of fraud affecting
the EU’s financial interests®. It is therefore the EDPS’ understanding that the Proposal is
intended as an immediate measure to address an urgent problem, which is also mentioned
in the White Paper for the Anti-fraud Architecture Review?, and that the review of the
anti-fraud architecture will be an opportunity to ensure further coherence and consistency.

13. The Proposal also raises important questions regarding the boundaries between
administrative VAT cooperation and criminal law enforcement. The EDPS stresses that
personal data processing for administrative purposes and for criminal law enforcement
purposes are distinct from each other. This separation must also be carefully reflected by
the Proposal.

14. The EDPS notes that the Proposal might also raise questions about sector-specific data
protection legislation at national level, which may include the concept of tax secrecy (which
limits direct access to VAT-related databases by entities other than tax authorities). While
acknowledging that other national legal standards may exist, the current Opinion can only
address the question of compatibility with the Union legal framework on data protection.

15. Against this background, the EDPS welcomes the objectives of the Proposal and recognises
that EPPO’s and OLAF’s direct access to VAT information is necessary to achieve the

8 COM(2025) 685 final, p. 9.

1 Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation on the establishment of the European
Public Prosecutor’s Office (‘the EPPO’), OJ L 283, 31.10.2017, pp. 1-71.

2 COM(2025) 685 final, p. 3.

2 White Paper for the Anti-fraud Architecture Review, COM(2025) 546 final, p. 9-10.
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16.

17.

18.

objective to effectively combat cross-border VAT fraud. In making this assessment, the
EDPS has taken into consideration the specific characteristics of Missing Trader Intra-
Community (MTIC) fraud, the targeted nature of the access and the specific categories of
information concerned, which first and foremost relates to VAT numbers and business-to-
business transactions.

At the same time, the Proposal should clearly explain and underline the exceptional nature
of providing direct (albeit limited) access to administrative databases for law enforcement
purposes. The EDPS considers that such an explicit further clarification is warranted to
avoid that the Proposal would be misconstrued as a precedent for more general application.

The Proposal should also ensure the implementation of appropriate legal, technical and
organisational safeguards tailored to the targeted nature of the measure. While the details
of the technical and organisational measures can be further specified by a way of an
implementing act, as envisaged by the Proposal, certain parameters should already be
defined at the level of the basic act. To this end, the EDPS recommends including in the
Proposal a number of additional safeguards to help ensure compliance with the principles
of purpose limitation, data minimisation and accountability, which are set out below.

3. Data categories

The EDPS notes that the data categories that would be affected by the direct access
functionality are listed in Article 1(5) of the Proposal, which would add Article 49a and 49b
to Regulation (EU) No 904/2010. The EDPS understands that, under observance of the
timeline provided by the Proposal, the following systems and databases would be accessed
by EPPO and OLAF:

e the VAT Information Exchange System (VIES),

e the Surveillance system (one of the electronic systems? under the Union Customs
Code), and

e the Central Electronic System of Payment Information (CESOP).

19. Furthermore, it is the EDPS’ understanding that the access to these systems would

technically enable access to the following data categories:

2 Cf. Commission Implementing Regulation (EU) 2025/512 of 13 March 2025 on technical arrangements for developing, maintaining
and employing electronic systems for the exchange and storage of information under Regulation (EU) No 952/2013 of the European
Parliament and of the Council, OJ L, 2025/512, 20.3.2025, ELI: http://data.europa.eu/eli/reg_impl/2025/512/0j.
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e information on VAT identification numbers® and VAT intra-Community

transactions? %;

e relevant information on VAT exempt importations related to the Import One-Stop-
Shop (I0SS)* and customs procedure 42%7/63* importations®; and

e aggregated® payment information?®'.

20. The EDPS is concerned that, due to the legislative technique of cross-referencing, the
Proposal does not clearly set out the relevant data categories in a manner that is clearly
foreseeable and accessible to individuals. At the same time, the EDPS understands the
challenges that stem from a tiered system of applicability and the envisaged change from
a decentralised VIES to a centralised VIES in the future. To enhance clarity and
foreseeability, the EDPS recommends providing a clear indication of the main data
categories concerned, if only by way of a recital. The exact categories of data available in
these systems, that OLAF and EPPO would need to access for the purpose of fighting cross
border tax fraud, could then be further specified in an implementing act.

4. Indications of suspected cross-border VAT fraud

21. The EDPS notes that pursuant to Article 1(2) of the Proposal, amending Article 24d of
Regulation (EU) No 904/2010, Eurofisc working field coordinators should communicate to
EPPO or to OLAF ‘any indication of suspected cross-border VAT fraud’ in respect of which
EPPO or OLAF could exercise its competence.

B E.g. validity status of VAT numbers issued by Member States, basic trader information associated with the VAT number, i.e. name,
address.

* Recapitulative Statements / EC Sales Lists, supplied by businesses and exchanged between Member States. Data includes: Supplier
VAT ID, customer VAT ID (in another Member State), Type of transaction, i.e. intra-Community supplies of goods, taxable amount
for each customer per period, i.e. aggregated information.

% Article 17(1) points (a)-(c) of Regulation (EU) No 904/2010.

% When goods up to €150 imported into the EU are sold via distance sales and declared under 10SS, customs collects the 0SS
identification number declared by the intermediary or seller, the consignment value, description and TARIC codes of goods, Country
of origin and customs declarant information, the Member State of final destination, the VAT amount that would have been due.

7 When goods are imported in Member State A but then transported to Member State B under customs procedure 42, VAT is due
in Member State B. Relevant data categories in the Surveillance System of customs are: importer/consignee identification numbers
(EORI, VAT ID), Member State of dispatch after import, Member State of destination where VAT will be accounted for, value and
nature of goods, customs duties paid, basis on which VAT exemption was granted, transport documentation indicators, VAT ID of
the entity liable for acquisition VAT in the destination Member State. The purpose of the processing is to detect carousel fraud and
ensure VAT is eventually reported in the correct Member State (since VAT is not charged at import).

% Customs procedure 63 relates to warehousing/common transit specifics.

» Article 17(1) points (e) and (f) of Regulation (EU) No 904/2010.

% CESOP collects data from payment service providers (PSPs) on cross-border payments that may indicate undeclared e-commerce
activity. The data category “aggregated payment information” comprises the total number of cross-border payments received, the
total value of cross-border payments, a breakdown by origin country of payments, payee identification summarised for risk analysis,
matching results with VAT registrations, OSS/IOSS registrations, and customs data.

31 Article 1(2) of the Proposal, which would add Article 24b(3) to Regulation (EU) No 904/2010. The EPPO and OLAF would be able
to obtain information related to the VAT One-Stop-Shop and the SME special scheme (Article 17(1) points (d), (g), respectively, of
Regulation (EU) No 904/2010) through Eurofisc pursuant the amended Article 36 of Regulation (EU) No 904/2010. The alternative,
i.e. providing EPPO and OLAF with a right to directly access those systems, would cause a need to adapt national authorities’ IT
systems, as the relevant IT systems do not include central components at EU level. The Proposal avoids those impacts on national
authorities by providing for access through Eurofisc.
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22. As neither EPPO nor OLAF are obliged to take up every case that falls under their mandate,
a tiered approach to data transmission can help to comply with the principle of data
minimisation. In some cases, it may be sufficient to provide indications without the sharing
of (all) personal data, and to share further information once it has been established that the
EPPO or OLAF intend to exercise their competence. This may help to avoid unnecessary
sharing in the event that the EPPO or OLAF do not take up a case.

23. Against this background, the EDPS welcomes that Eurofisc working field coordinators
should in first instance communicate to EPPO or to OLAF ‘indications’ of suspected cross-
border VAT fraud. To provide even more clarity, the EDPS recommends stating explicitly
that Eurofisc working field coordinators should only actively communicate the information
necessary to enable EPPO or OLAF to decide whether to exercise their competence.

5. Technical and organisational safeguards

24. The EDPS notes that Recital 11 of the Proposal refers to necessary adaptations to the
existing and planned systems affected by the Proposal. It is the understanding of the EDPS
that the Commission will include a separate gateway or interface for OLAF and EPPO
access when determining the technical details in an implementing act. The EDPS welcomes
such approach, as it seems suited to support purpose limitation and data minimisation:

25. While the details of the technical and organisational measures would be further specified
by way of an implementing act, as envisaged by the Proposal, due to the exceptional nature
of such access, certain parameters should be spelled out at the level of the basic act, at least
by way of defining objectives that would lower the risk of possible untargeted searches
(‘fishing expeditions’) or abuse.

26. For example, the EDPS recommends that access is limited to certain information necessary
for the investigation of a specific crime with specific suspects through technical measures;
this should not only be ensured by defining appropriate search terms, but also by
technically restricting the response behaviour of the data base in case of too many hits®.

27. In addition, the EDPS recommends requiring at the level of the basic act that technical
measures ensure that every access could be attributed to a concrete investigation (case file)
and investigator (user). Further measures to ensure accountability could be provided by
way of an implementing act. Comprehensive audit logging mechanisms should create a
record of all access to the applications and databases, and these logs should be monitored
to ensure the proper use of the system and the proper management of security incidents
and personal data breaches. The overall solution should also ensure that incidents and
personal data breaches are managed appropriately.

28. Furthermore, the EDPS recommends specifying in the Proposal that measures should be in
place to ensure that national authorities are made aware and can, where appropriate,
challenge access that appears to go beyond what is necessary.

2 The interface used by OLAF and the EPPO should technically ensure that only permitted search terms are used. In addition, the
case number and purpose should be logged. Answers from the system that do not correspond with the nature of the query as a
specific-interest query in a single case, should be identified by the interface and suppressed.
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29. Finally, the EDPS recommends requiring OLAF and the EPPO to put in place internal
organisational measures to safeguard against unwarranted ‘fishing expeditions’ or other
potential violations of tax secrecy. These safeguards could include internal authorisation
processes, as have been established, for example, for Europol's access to the Visa
Information System (VIS), the European Union's centralised biometric database (Eurodac),
and the other EU large-scale information systems containing 'administrative' data®.

6. Ex-post evaluation and review

30. The EDPS notes that under Article 49(1), (3) and (4) of Council Regulation (EU) No 904/2010,
a system to evaluate how well administrative cooperation is combating tax evasion and
avoidance is already in place, including annual statistics by Member States about the
information accesses by the EPPO and OLAF. It is the EDPS’ understanding that these
clauses also apply to the amendments to be introduced by the Proposal.

31. Accordingly, the Regulation’s application is supposed to be reviewed every five years*. In
this regard, the EDPS recommends that during the future reviews specific attention is paid
to the practical application and the impact of the envisaged direct access to VAT data by
the EPPO and OLAF.

7. Conclusions

32. In light of the above, the EDPS makes the following recommendations:

(1) to clearly explain and underline the exceptional nature of providing direct access to
administrative databases for law enforcement purposes;

(2) to further clarify the data categories affected by OLAF and EPPO access, at least by way of
a recital;

(3) to clarify that Eurofisc working field coordinators should only actively communicate the
information necessary to enable EPPO or OLAF to decide whether to exercise their
competence;

(4) to require technical measures ensuring that access remains limited to information
necessary for the investigation of a specific crime;

(5) to require technical measures ensuring that every access can be attributed to a concrete
investigation (case file) and investigator (user);

3 Cf. Article 22m of Regulation (EC) No 767/2008 of the European Parliament and of the Council of 9 July 2008 concerning the Visa
Information System (VIS) and the exchange of data between Member States on short-stay visas (VIS Regulation), OJ L 218, 13.8.2008,
pp- 60-81, as amended, ELI: http://data.europa.eu/eli/reg/2008/767/0j.

3 See Article 59 of Council Regulation (EU) No 904/2010.
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(6) to require measures ensuring that national authorities are made aware and can, where
appropriate, challenge access that appears to go beyond what is necessary;

(7) torequire OLAF and the EPPO to put in place internal organisational measures to safeguard
against unwarranted ‘fishing expeditions’ or abuse; and

(8) to pay specific attention to the practical application and the impact of the envisaged direct
access to VAT data by EPPO and OLAF during the future reviews.

Brussels, 7 January 2026

(e-signed)
Wojciech Rafat WIEWIOROWSKI
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